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[bookmark: _Toc212192193]Current Environment 

[bookmark: _Toc212192194]Personal Identifiable Information (PII) Identification
If your system collects the following information, please mark “Yes” in the corresponding line.

	1. English surname: 

	2. English name: 

	3. Chinese name: 

	4. Date of birth:

	5. Gender: 

	6. Certificate type: ID card, 

	7. Certificate number: ID card number, 

	8. Email address: 

	9. Contact number: 

	10. Upload ID card: 


Please add lines if not enough.

[bookmark: _Toc212192195]System Diagram with Personal Data Flows Identified




[bookmark: _Toc132815619]

[bookmark: _Toc212192196]Data Processing Cycle Analysis 

[bookmark: _Toc212192197]Data Processing Cycle Analysis

	Personal Identifiable Information (PII) involved:
	Data Format in / Processing /
Storage / 
Transmission 
(e.g. Flat-file / 
Hard-copy)
	Protection Measure
Evidence (e.g. screen capture) or 
design docx. is required as proof 
of compliance
	Type of Data
	Data Process Handling 

	
	
	
	
	Create
	Use (including amendment)
	Transfer to different Data controller
	Destroy / Disposal

	
	
	
	
	
	
	
	

	Example
	
	
	
	
	
	
	

	Student Info. (see section 4.2)
	Database 
Object Storage
	See SRAA
	Electronic
	N
	Y
	Nil. 
	Y
See client response in Checklist

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


Please add lines if not enough.


[bookmark: _Toc212192198]Privacy Risk Analysis Survey from PCPD
[bookmark: _Toc101884394][bookmark: _Toc105426988]
· This checklist is all-purpose-of-PIA assessment to review the handling of personal identificable information or sensitive data in their applications. Users are required to complete the checklist with the Priavcy Management Programme – Best Practise Guide from the Office of the Privacy Commissioner for Personal Data (PCPD)

[bookmark: _Toc212192199][bookmark: _Toc104469632][bookmark: _Toc107941899][bookmark: _Toc121863177]Part 1: The Need(s) and Current Status 

	Part 1: Needs and Status Analysis
	

	1. Is PII required in this project?  
Please specify if yes. 
	

	2. Is PII being (or to be) collected / created / processed / stored?
Please specify if yes.
	




[bookmark: _Toc212192200]Part 2a: Privacy risks analysis [DPP1]

	Part 2: Privacy risks analysis [DPP1]

	Area
	PIA Question
	Answers by Team/Section 
Current “x” mark is Comply Ans
Please update to ans. to reflect your current status

	Data Protection Principle (“DPP”) 1 – Data Collection Principle 
· Personal data must be collected in a lawful and fair way, for a purpose directly related to a function or an activity of the data user. 
· All practicable steps shall be taken to notify the data subjects of the purpose of data collection and the classes of persons to whom the data may be transferred. 
· Data collected should be necessary but not excessive. 
 
	Will the data subjects be informed of the purpose of collecting their  personal data?  If no, please provide justifications. 
 
	(     ) Yes 
(     ) No  
 


	
	Will the collection of personal data be on a minimum level to satisfy the purpose of collection (i.e. no excessive personal data is collected)?   
 
Please provide justifications on the purpose of collecting sensitive personal data below (including but not limited to): 
· Hong Kong Identity Card number / passport number[footnoteRef:1]  [1:  The “Code of Practice on The Identity Card Number and Other Personal Identifiers” issued by the Privacy Commissioner can be found at https://www.pcpd.org.hk/english/data_privacy_law/code_of_practices/files/picode_en.pdf ] 

· Biometric data (e.g. fingerprints)[footnoteRef:2]  [2:  The “Guidance on Collection and Use of Biometric Data” issued by the Privacy Commissioner can be found at https://www.pcpd.org.hk/english/resources_centre/publications/files/GN_biometric_e.pdf ] 

	(     ) Yes 
(     ) No  



 

	
	Will the data subjects be informed, on or before the collection of the personal data, of whether the supply of the personal data is voluntary or obligatory? 
  
	(     ) Yes 
(     ) No 



	
	Where it is obligatory for data subjects to supply the personal data, will the data subjects be informed of the consequence of not providing the personal data? If yes, please elaborate. If no, please provide justifications. 
 
	(    ) It is completely voluntary for the data subjects to supply their personal data. 
(    ) Yes 
(    ) No 


	
	Will the data subject be informed of whether the personal data collected will be transferred or disclosed to any third parties? If yes, please provide details of such third party. If no, please provide the reason. 

	(     ) Personal data will not be disclosed to any third parties. 
(     ) Yes  
(     ) No 



	
	If the personal data is to be transferred to any third party or data processor, will the data subjects be informed of the classes of persons to whom their personal data may be transferred or disclosed?   
	(    ) Personal data collected will not be transferred or disclosed to any third party. 
(    ) Yes 
(    ) No 






[bookmark: _Toc104469633][bookmark: _Toc107941900][bookmark: _Toc121863178]
[bookmark: _Toc212192201]Part 2b: Privacy risks analysis [DPP2]

	Part 2: Privacy risks analysis [DPP2]

	Area 
	PIA Question 
	Answers by Team/Section 

	DPP2 – Data Accuracy and 
Retention Principle 
• All practicable steps shall be taken to ensure personal data is accurate and is not kept longer than necessary to fulfil the purpose for which it was originally collected. 
	Will there be any measures in place to ensure accuracy of the personal data organisation handles? If yes, please elaborate.  If no, please justify. 
 
	(     ) Yes 
(     ) No



	
	What will be the retention period of the personal data? Please specify. 
 
Will there be any measures in place to ensure that personal data is not kept longer than necessary to fulfil the purpose of using the data? If yes, what are the measures? If no, please justify. 
    
	Retention period:. 
________________________

(     ) Yes, data disposal exercise of time-expired records will be performed according to Records Disposal Guideline 
( 	  ) Yes, 	other 	measures:
_______________________
(    ) No






[bookmark: _Toc104469634][bookmark: _Toc107941901][bookmark: _Toc121863179][bookmark: _Toc212192202]Part 2c: Privacy risks analysis [DPP3]
	Part 2: Privacy risks analysis [DPP3]

	Area 
	PIA Question 
	Answers by Team/Section 

	DPP3 – Data Use Principle 
• Personal data must be used for the purpose for which the data is collected or for a directly related purpose, unless the data user obtains from the data subject voluntary and explicit consent to use the data for a new purpose. 
	Will personal data be used only for the original purpose stated in the Personal Information Collection Statement (PICS)? If no, what are the reasons? 
 
	(     ) Yes  
(     ) No 
 



	
	Where the personal data will be used for a new purpose, has explicit consent been obtained from the data subjects? If no, please justify. 
 
	(    ) Personal data will not be used for purposes other than the original purposes for which it is collected. 
(    ) Yes 
(    ) No 



	
	Where personal data will be disclosed to a third party, will the third party be reminded of the purposes of such disclosure and its responsibility to confine the subsequent use of the data to these purposes? If no, please justify. 

	(    ) Personal data of data subjects will not be disclosed to a third party.
(    ) Yes 
(    ) No 



	
	Where personal data will be disclosed to a third party, is the personal data disclosed to third party only necessary but not excessive? If no, please justify.
	(    ) Personal data of data subjects will not be disclosed to a third party. 
(    ) Yes 
(    ) No 






[bookmark: _Toc104469635][bookmark: _Toc107941902][bookmark: _Toc121863180][bookmark: _Toc212192203]Part 2d: Privacy risks analysis [DPP4]

	Part 2: Privacy risks analysis [DPP4]

	Area 
	PIA Question 
	Answers by Team/Section 

	DPP4 – Data Security Principle 
• Team/Section Head needs to take all practicable steps to safeguard personal data from unauthorised or accidental access, processing, erasure, loss or use. 
	Will there be any safeguard measures implemented to prevent unauthorised or accidental access, process, erasure, loss or use of personal data? If yes, please elaborate. If no, please justify. 
 
	(     ) Yes 
(     ) No 
 


	
	Where data processor(s) will be involved, will there be any control in place to secure the personal data being handled by the third party? If yes, please elaborate. If no, please state the reason. 
 
	(     ) Third party data processor will not be involved.  
(     ) Yes  
(     ) No  
 


	
	Where data processor(s) will be involved, is the personal data disclosed to data processor only necessary but not excessive? If no, please justify. 
 
	(     ) Third party data processor will not be involved.  
(     ) Yes  
(     ) No  



	
	Where data processor(s) will be involved, will there be any contractual or other measures to ensure the personal data entrusted to the data processor is protected? 
 
	(     ) Third party data processor will not be involved.  
(     ) Yes  
(     ) No  






[bookmark: _Toc104469636][bookmark: _Toc107941903][bookmark: _Toc121863181][bookmark: _Toc212192204]Part 2e: Privacy risks analysis [DPP5]
	Part 2: Privacy risks analysis [DPP5]

	Area 
	PIA Question 
	Answers by Team/Section 

	DPP5 – Openness Principle 
• Team/Section Head must take all practicable steps to make known to the public and practices, types of personal data it holds and the main purposes for which it uses the data.   
 
	Is the existing COMPANY’s/ORGANISATION’s Privacy Policy Statement, regarding the kinds of personal data holds, the main purposes of collecting and maintaining the personal data, and handling of personal data, still applicable? If no, please specify what update is needed. 
 
	(     ) Yes  
(     ) No 
 


	
	Where there is a need to update the COMPANY’s/ORGANISATION’s Privacy Policy Statement, has the Data Protection Officer been informed and will the updated Statement be uploaded to the website before the implementation of the change / the launch of the project? 
If no, please explain. [Note] 
 
	(     ) Yes, the Data Protection Officer has been informed and the updated Statement will be uploaded to website.
(     ) No update is required. 
 




Note - If there is a need to update the Privacy Policy Statement, the subject officer should inform the Data Protection Officer so that the Data Protection Officer can make necessary amendments to the Statement and upload the updated version onto COMPANY’s/ORGANISATION’s website. It is the subject officer’s responsibility to ensure that necessary amendments are made and the revised version is published before the implementation of the proposed change or project. 


[bookmark: _Toc104469637][bookmark: _Toc107941904][bookmark: _Toc121863182][bookmark: _Toc212192205]Part 2f: Privacy risks analysis [DPP6]
	 Part 2: Privacy risks analysis [DPP6]

	Area 
	PIA Question 
	Answers by Team/Section 

	DPP6 – Data 	Access and Correction Principle
• Data subjects have the right to (i) request access to his/her own personal data being held by and (ii) request the correction of the personal data supplied in a Data Access Request if it is inaccurate.  
	Will the data subjects be informed of their right to access and correct their personal data? If no, please justify. 
 
	(     ) Yes  	 
(     ) No 
 


	
	Will the data subjects be informed of the post title and the address of the Personal Data Privacy Officer, i.e. the officer who is responsible for handling Data Access and Correction Requests? If no, please justify. 
 
	(     ) Yes 
(     ) No 
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