Assessment Authorization & Penetration Testing Plan		Confidential
[bookmark: _Hlk185837573][image: 黑白色的标志

中度可信度描述已自动生成]  

[bookmark: _Hlk185844276]Assessment Authorization & Penetration Testing Plan
Security Risk Assessment and Audit (SRAA) 

[bookmark: _Toc369070660][bookmark: _Toc155648211]The Authorization Parts of this form are required to be filled out for each engagement by client, as to authorize and to provide the necessary info. for penetration testing & vulnerability scanning.

Project Information
	Client Name
	Project 
	Testing Site 

	
	
	



Client Contact(s) 
	Event
	Name
	Phone Number
	Email Address

	Test Start & Complete
	
	
	



Test Scope 
· This section specifies the scope of the project.	
· Note1 - Please mark “N/A” if the item is NOT APPLCIABLE – for tester to skip the test instead of tracing for outstanding info.

	Ref#
	Applicable Scope
	Ext
Network 
Scan
	Int
Network
Scan
	Application
Host
Scan+PT
	Application
VAPT
(physical)
	Hardening & Patching Check

	1
	
	
	
	
	
	

	2
	
	
	
	
	
	

	3
	
	
	
	
	
	

	
	
	
	
	
	
	



Test target systems 
Note1 - Please mark “N/A” if the item is NOT APPLCIABLE – for tester to skip the test instead of tracing for outstanding info.
Web Application Scan
	Network IP Address (ranges)
	Domain if applicable

	
	

	
	



External (Internet facing) Network Scan
	Network IP Address (ranges)
	Domain if applicable

	
	

	
	



Internal Network Scan
	Network IP Address (ranges)
	Domain if applicable

	
	

	
	



Mobile Application
	[bookmark: _Hlk185577948]Mobile App Type
	File Location for Download

	Android (.apk)
	

	iOS (.ipa)
	

	
	



Test Credential (applicable for credential scan / manual test)
	Source Code Files
	

	Assessor Remarks – provided separately
	

	
	



Source Code Information & access information (applicable for source code scan)
	Source Code Folder / File Name
	Access / Download Instruction 

	
	

	
	



Test Schedule
· This section is for the allowable time windows for conducting the applicable tests specified above 
· Add/Remove rows if multiple test windows are desired.

	
Date(s)
	Start Time
	Duration or End Time
	Application
Scope
	Test Type

	
	
	
	
	

	
	
	
	
	



1 FALLBACK AND RECOVERY PROCEDURE

· This penetration testing is a kind of security assessment. It would simulate multiple attack vectors to happen simultaneously and checks if it would result in a successful compromise. however, penetration testing would never really destroy or invade the testing system;
· If feasible, testing environment is NOT the same as production environment.  
· Although this VAPT is non-destructive nor invasive, It is important for client to ensure the latest full system backup of the testing system is available for restoration, in case the integrity of the system data are being affected;
· If testing environment is NOT to be removed or restored to original state, please ensure the test account and data is removed after VAPT.

Roles & responsibilities of stakeholders
This section lists out the tasks that should be performed by the stakeholders for the penetration testing.
	Stakeholder
	Tasks

	Security Tester
	Conduct VAPT

	Client Contact (Tech)
	For Test communication before and during test

	Client Contact (Proj)
	For Project / Incident communication before and during test



A. TESTING APPROACH AND METHODOLOGY
· White-box Security Testing approach is in-use, 
· aim to ensure as much as possible [1] applicable security patching is applied, [2] HKSARG / PCPD highly recommended hardening is in place.
· Industry security guidelines such as OWASP Top 10 (Web & Mobile) will be referenced whenever applicable.   

B. Testing Tools, Information analysis & Risk rating methodology
· See corresponding section(s) in SRAA report 
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